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Abstract Wireless sensor networks are popularly used for many applications to
monitor environmental changes and track events. In 2019, Kumar et al. proposed
a secure and efficient authentication scheme for coal mine monitoring using wire-
less sensor networking technology. In this paper, we analyze the security issues of
Kumar et al.’s authentication scheme. We found that Kumar et al.’s has four security
weaknesses: (1) sensor nodes’ critical information can be disclosed; (2) session keys
can be compromised; (3) user impersonation is possible, and (4) users’ identity and
password can be leaked with a stolen smart card.

Keywords Wireless sensor network · User authentication · Key agreement ·
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1 Introduction

Wireless sensor networks (WSNs) consist of many compact, low-powered,
autonomous sensor nodes and collect environmental and physical data from the sur-
rounding environment.With the deployment of Internet of Things (IoT) applications,
WSNs have receivedmore attention recently.WSNs are particularly useful for indus-
trial control applications (e.g., smart city, smart factory, and smart grid). Also,WSNs
would be used in hazardous environments (e.g., ocean and coal mine) for safetymon-
itoring because people can periodically check the status of hazardous environments
with environmental data collected from wireless sensors that are deployed in such
an environment.

Unsurprisingly, it is important to provide the integrity of sensor outputs because
modified sensor data may cause significant financial losses and/or affect human
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safety. Therefore, an important issue is to provide a secure user authentication mech-
anism to prevent unauthorized access to sensor nodes. There have been several
attempts to provide secure and efficient user authentication schemes [1, 2]. Recently,
Kumar et al. [2] also proposed an authentication protocol forWSNs, looking promis-
ing. However, we found that Kumar et al.’s authentication protocol has four vulner-
abilities. First, sensor nodes’ authentication information can be misused. Second,
the attacker can compromise all session keys between the user, gateway, and sensor
node. Third, the scheme cannot resist user impersonation attack. Last, from a stolen
smart card, the user’s identification information can be leaked.

1.1 Threat Model

In this paper, we assume that an attacker is a Dolev-Yao attacker [3]. In particular,
the attacker has the following capabilities:

1 The attacker can intercept all messages transmitted through public channels.
2 The attacker can modify, delete, and resend the intercepted messages.
3 (Section 4.4 Smart card loss attack) Devices are not tamper-resistant, so the

attacker can extract all parameters in the device by applying side-channel attacks.
4 (Section 4.4 Smart card loss attack)User’s identity and password areweak secrets,

so the attacker can derive them if there are no other values to be changed except
for identity or password.

1.2 Organization of the Paper

The remainder of the paper is organized as follows. In Sect. 2, we discuss various
related studies about authentication schemes for WSNs. In Sect. 3, we review the
Kumar et al.’s scheme in detail. Furthermore, we do cryptanalysis on Kumar et al.’s
scheme and demonstrate four vulnerabilities of the scheme in Sect. 4. Lastly, we
conclude our study and provide future works of this paper in Sect. 5.

2 Related Work

An authentication forWSNs has begunwithWong et al.’s scheme [4]. In 2006,Wong
et al. introduced a symmetric-key based lightweight authentication for WSNs. How-
ever, in 2009, Das [5] showed that Wong et al.’s scheme has security weaknesses
such as same login identity, replay, and stolen-verifier attacks; thus, Das proposed
an enhanced version of Wong et al.’s. Unfortunately, Huang et al. [6] found that
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Das’ scheme is susceptible to the sensor node impersonation and many logged-in-
users attacks, so they proposed an improved version of Das’. However, He et al. [7]
reported that Huang et al.’s scheme has impersonation and privileged insider attacks
besides the absence of a password change phase. He et al. proposed a new scheme,
but Vaidya et al. [8] found security weaknesses of the scheme and presented a two-
factor authentication scheme with key agreement for WSNs. In 2014, Kim et al. [9]
discussed the security problems of Vaidya et al.’s scheme such as user imperson-
ation and gateway node bypass attacks, and they introduced an improved version
of Vaidya et al.’s scheme. Unfortunately, in 2015, Chang et al. [10] showed that
Kim et al.’s scheme has security weaknesses (e.g., man-in-the-middle attack, imper-
sonation attack), so they proposed a new two-factor authentication using dynamic
identities. However, Park et al. [11] and Jung et al. [12] proved that Chang et al.’s
scheme has vulnerabilities and presented new authentication schemes to overcome
the weaknesses. In 2019, Shin et al. [13] pointed out that Jung et al.’s scheme is
vulnerable to tracing, information leakage, and session key attacks.

In 2016, Kumari and Om [1] proposed an authentication scheme for WSNs for
safety monitoring in coal mines. Unfortunately, in 2019, Kumar et al. [2] found that
Kumari andOm’s scheme is vulnerable to smart card loss, stolen verifier, anddenial of
service attacks. As a result, they introduced an improved version of Kumari andOm’s
scheme; however, we found that Kumar et al.’s scheme still has four vulnerabilities
such as sensor node’s critical information leakage, session key compromise, user
impersonation attack, and smart card loss attack.

3 Review of Kumar et al.’s Scheme

In this section,we review theKumar et al.’s. [2] scheme. The scheme is two-factor key
agreement authentication scheme, and there are four entities: registration center, user,
gateway, and sensor node. A registration center involves only when a gateway and
sensor nodes are set up, and when a user registers. During login and authentication
phase, a user logs into a gateway using his/her smart card; then, the gateway and the
sensor nodes verify the user using timestamp and secret parameters. Comprehensive
notations are included in Table 1.

3.1 Sensor-Gateway Node Registration Phase

A registration center RC deploys gateways GWj and sensors SNk as follows:

1. RC chooses MSKRC as a master secret key and assigns an identity GI Dj for
GWj .

2. RC gets GWj ’s hashed identity by calculating HGI Dj = h(GI Dj‖MSKRC).
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Table 1 Notations used in
Kumar et al.’s scheme

Notation Description

RC A registration center

Ui A user

GWj A gateway

SNk A sensor node

MSKRC A registration center’s master secret key

GI D j GWj ’s identity

SI Dk SNk ’s identity

I Di Ui ’s identity

PWi Ui ’s password

SKi jk A session key between Ui , GWj and SNk

Vi Secret nonces for U ′
i ’s authentication

l The length of fuzzy verifier

h(·) An one-way hash function

⊕, ‖ Xor and Concatenation operation

A An attacker

3. RC selects SNk’s identity SI Dk and computes the hashed identity HSI Dk =
h(SI Dk‖MSKRC).

4. RC stores the gateway GWj ’s authentication information and the connected sen-
sors SNk’s authentication information {GI Dj , HGI Dj , SI Dk , HSI Dk} in
GWj and deploys GWj in a desirable place.

5. Similarly, RC saves the sensor SNk’s information {SI Dk , HSI Dk} in SNk , and
sets the sensor node SNk at appropriate place.

3.2 User Registration Phase

In case a user Ui registers to the gateway GWj , the following steps will proceed:

1. Ui chooses his/her identity I Di and password PWi and picks a nonce bi . Then,Ui

calculates hashed identity H I Di = h(I Di‖bi ) and hashed password HPWi =
h(PWi‖bi ), and transmits {H I Di , HPWi} to GWj via a private channel.

2. After receiving the Ui ’s registration request, GWj chooses a integer l between
24 and 28. After that, GWj generates a nonce Vi and computes Ai j =
h(Vi‖HGI Dj ) ⊕ h(H I Di‖HPWi ), Bi j = Vi ⊕ h(HGI Dj ).

3. GWj puts parameters and hash function {Ai j , h(·), Bi j , l} into the smart card
SC that will be Ui ’s; then, GWj securely delivers the smart card to Ui .

4. After obtaining smart card from GWj , Ui computes and stores the following
parameters into the smart card:
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HBi = h(HPWi‖H I Di‖bi ) mod l

ci = bi ⊕ h(I Di‖PWi ) mod l

5. The Ui ’s smart card will contain {Ai j , h(·), Bi j , l, HBi , ci}.

3.3 Login Phase

When a user Ui wants to log into GWj , Ui performs the following steps:

1. Ui inputs his/her identity I Di and password PWi when inserting his/her smart
card SC into a card reader.

2. SC computes the following parameters which are needed for the login process:

bi = ci ⊕ h(I Di‖PWi ) mod l

H I Di = h(I Di‖bi )
HPWi = h(PWi‖bi )
HB ′

i = h(HPWi‖H I Di‖bi ) mod l

3. SC compares HB ′
i with the stored parameter HBi . If twoparameters are different,

SC terminates the login session. Otherwise, SC generates a nonce Ri .
4. SC calculates the following parameters and transmits {L , V2, V3, T1} to GWj

via a public channel:

L = Bi j ⊕ T1,

where T1 is a current timestamp

V1 = Ai j ⊕ h(H I Di‖HPWi )

V2 = h(T1‖Ri‖V1)

V3 = (Ri‖T1) ⊕ V1

3.4 Authentication and Key Agreement Phase

After receiving login request {L , V2, V3, T1} from the userUi , the gateway GWj and
the sensor node SNk perform the following steps to establish mutual authentication
between Ui , GWj , and SNk :

1. When GWj obtains the login request {L , V2, V3, T1} from Ui , GWj computes
the following equations and gets V ′

i , V
′
1, and Ri :
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V ′
i = L ⊕ h(HGI Dj ) ⊕ T1

V ′
1 = h

(
V ′
i ‖HGI Di

)

(
R′
i‖T ′

1

) = V ′
1 ⊕ V3

2. GWj checks the validity of T1 by checking T ′
1 = T1. Moreover, GWj checks

the freshness of T1. If the timestamp T1 is not valid or not fresh,GWj terminates
the authentication session. Otherwise, GWj calculates V ′

2 = h
(
T1‖R′

i‖V ′
1

)
.

3. GWj checks whether two parameters V2 and V ′
2 are equal or not. If two param-

eters are the same, GWj can infer that Ui is authenticated; otherwise, GWj

terminates the authentication session.
4. GWj generates a nonce R j and calculates the following parameters:

C1 = h
(
SI Dk‖V ′

i ‖HSI Dk‖R j‖T2
)
,

C2 = (
R′
i‖R j‖T2

) ⊕ HSI Dk

C3 = V ′
i ⊕ h

(
SI Dk‖h(R j )‖R′

i

)

where T2 is a current timestamp
5. GWj sends the message {C1, C2, C3} to SNk .
6. When SNk receives the authentication message {C1, C2, C3} from GWj , SNk

computes
(
R′′
i ‖R′

j‖T ′
2

)
= C2 ⊕ HSI Dk and obtains R′′

i , R
′
j , and T ′

2.

7. SNk validates the freshness of the authentication message using calculated
timestamp T ′

2. If T
′
2 fails the freshness test, SNk terminates the authentication

session; otherwise, SNk computes the following parameters:

V ′
i = C3 ⊕ h

(
SI Dk‖h(R′

j )‖R′′
i

)

C ′
1 = h

(
SI Dk‖V ′

i ‖HSI Dk‖R′
j‖T ′

2

)

8. SNk checks C ′
1 = C1. If C ′

1 and C1 differ, SNk terminates the authentication
session. Otherwise, SNk can infer that G j is validated.

9. SNk selects a nonce RK , computes parameters, and transmits {D1, D2} toGWj :

SKi jk = h
(
R′′
i ‖R′

j‖Rk
)

D1 = h
(
T3‖Rk‖SKi jk‖HSI Dk‖SI Dk‖T ′

2

)

D2 = (Rk‖T3) ⊕ R′
j

10. After receiving the message from SNk , GWj calculates
(
R′
k‖T ′

3

) = D2 ⊕ R j

and obtains R′
k and T ′

3. After that, GWj performs a freshness test on T ′
3. If T

′
3

is not fresh, GWj terminates the authentication session.
11. GWj computes the following parameters and compares D′

1 with D1:

SKi jk = h
(
R′
i‖R j‖R′

k

)
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D′
1 = h

(
T ′
3‖R′

k‖SKi jk‖HSI Dk‖SI Dk‖T2
)

12. If they are different, GWj terminates the session; otherwise, SNk is verified.
13. GWj calculates the following parameters and sends {C1, C4, C5} to Ui :

C4 = h
(
SKi jk‖R j‖T4‖C1

)
,

C5 = (
R′
k‖R j‖T4

) ⊕ R′
i

where T4 is current timestamp
14. After acquiring the authentication message {C1,C4,C5} from GWj ,Ui ’s smart

card SC computes
(
R′′
k ‖R′

j‖T ′
4

)
= C5 ⊕ Ri and obtains R′′

k , R
′
j , and T ′

4. Then,

SC checks the freshness of T ′
4. If T

′
4 is not fresh, SC halts the authentication

process; otherwise, SC proceeds to the next step.
15. SC calculates the following parameters and checks C ′

4 = C4:

SKi jk = h
(
Ri‖R′

j‖R′′
k

)

C ′
4 = h

(
SKi jk‖R′

j‖T ′
4‖C1

)

16. Lastly, ifC ′
4 andC4 are equal, SC can prove bothGWj and SNk are verified; oth-

erwise, SC stops the process.Now,Ui ,GWj , and SNk canmutually authenticate
and securely communicate using the session key SKi jk = h

(
Ri‖R j‖Rk

)
.

3.5 Password Change Phase

When a userUi wants to change his/her password,Ui performs the following process:

1. After inserting his/her smart card into the card reader, Ui inputs his/her identity
I Di and password PWi .

2. SC calculates the following parameters:

bi = ci ⊕ h(I Di‖PWi ) mod l

H I D′
i = h(I Di‖bi )

HPW ′
i = h(PWi‖bi )

HB ′
i = h

(
HPW ′

i ‖H I D′
i‖bi

)
mod l

3. SC checks if HB ′
i is the same as HBi , which is stored in SC. If both parameters

are different, SC terminates the session; otherwise, SC proceeds to the next step.
4. SC requests a new PWnew and a nonce bnew; then, Ui inputs PWnew and bnew.
5. SC computes the following new parameters:
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H I Dnew = h(I Di‖bnew)

HPWnew = h(PWnew‖bnew)

HBnew = h(HPWnew‖H I Dnew‖bnew) mod l

Anew = Ai j ⊕ h(H I Di‖HPWi ) ⊕ h(H I Dnew‖HPWnew)

cnew = bnew ⊕ h(I Di‖PWnew) mod l

6. Finally, SC replaces HBi ← HBnew, ci ← cnew, and Ai j ← Anew.

3.6 Sensor Node Addition Phase

Whenever a new sensor node SNk is required to be added after setting a WSNs, the
registration center RC follows the steps listed below:

1. RC chooses SNk’s identity SI Dk and calculates the hashed identity HSI Dk =
h(SI Dk‖MSKRC); then, RC stores {SI Dk , HSI Dk} in SNk’s memory and
deploys it at the appropriate position.

2. RC sends SNk’s identification information {SI Dk , HSI Dk} to the closest
gateway GWj for registration.

3. After receiving {SI Dk , HSI Dk}, GWj saves the parameters in its database.

4 Cryptanalysis of Kumar et al.’s Scheme

In this section, we analyze Kumar et al.’s scheme and prove that the scheme is still
vulnerable. Overall, the scheme has four security weaknesses: critical information
leakage, session key compromise, user impersonation, and smart card loss attack.

4.1 Critical Information Leakage

InKumar et al.’s scheme, sensors nodes’ secret parameter can be leaked. Specifically,
an attacker A can collect hashed identity HSI Dk of all sensors SNk connected to a
gatewayGWj and determine SNk from the parameterC2 using the collected HSI Dk

and timestamp T1. The attack progress is as follows:
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1. Let suppose the attacker A is registered user and sends his/her login request {L,
V2, V3, T1} to the victim gateway GWj with his/her nonce Ri .

2. During authentication phase,A overhears {C1, C2, C3} between GWj and SNk .
3. After authentication process, A can acquire GWj and SNk’s nonces R j and Rk .
4. A computes the possible hashed identity HSI D′

k = C2 ⊕ (
Ri‖R j‖T ∗

2

)
using

Ri , R j and T ∗
2 , where T ∗

2 is T2 candidate, and T2 is the next timestamp of T1
(T1 ≤ T ∗

2 ≤ T1 + �T ).
5. A resends another his/her login request {L ′, V ′

2, V
′
3, T

′
1} to GWj , and eavesdrops

the authentication message {C ′
1, C

′
2, C

′
3} between GWj and SN ′

k .
6. Same as step 3, using R′

i and the obtained R′
j , A can partially determine

whether SN ′
k and SNk are different by checking prefix of HSI D′′

k (= C ′
2 ⊕

(R′
i‖R′

j‖0 · · · 0), where 0 … 0 is the same length as T 2. If SNk and SN ′
k

are expected to be the same, A calculates other possible HSI D′′′
k = C ′

2 ⊕
(R′

i‖R′
j‖T ∗∗

2 ) using R′
i , R

′
j and T ∗∗

2 .
7. A can get potential HSI D∗

k for SNk by intersecting {HSI D′
k} and {HSI D′′′

k }.
8. After repeating the process several times,A can find a desirable HSI D∗

k of SNk .

Note (1) Timestamp T2 can be inferred easily because the base timestamp T1 is
known, and the maximum transmission delay (�T ) is usually small. If �T is big,
then the system cannot resist against a replay attack, so the system has to set �T
small; thus, the number of T ∗

2 candidates is very small, which can be easily predicted.

4.2 Session Key Compromise

Kumar et al.’s scheme is vulnerable to session key compromise attack. Especially, if
the length of the data type is fixed, an attacker A can easily forge the session key.

4.2.1 The Length of Variable Is the Same

Usually, nonces are set to 32-bit or 64-bit. However, if we set Ri , R j , and Rk to the
same bits, crucial information is leaked, and an attacker can use this information
to compromise session key. This is because a concatenation operation increases the
parameter’s size. The detailed attack trace is described as follows:

1. The attackerA overhears overall login request ofUi ; then,A can acquire at least
{L, V2, V3, T1, C1, C4, C5}.

2. Since all nonces have fixed length, C5 can be interpreted as C5 = (Rk‖R j‖T4)⊕
Ri = (Rk‖R j‖T4 ⊕ Ri ). This is because the timestamp is usually 32-bit or 64-
bit unsigned integer. Therefore, A can acquire Rk and R j very easily.

3. Let assume Tr = T4 ⊕ Ri . Now, A can efficiently calculate Ri because T1 ≤
T4 ≤ T1 + 3�T , where �T is the maximum transmission delay. For each T4
candidate T ′

4, A can test whether h
(
h(Tr ⊕ T ′

4‖R j‖Rk)‖R j‖T ′
4‖C1

) = C4. If A
finds a desirable T ′

4, A can derive Ri by computing Ri = Tr ⊕ T ′
4.
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4. Finally,A can forge a session key SKi jk = h
(
Ri‖R j‖Rk

)
betweenUi , GWj , and

SNk , so A can eavesdrop all secret messages among them by using the forged
session key.

4.2.2 The Length of Variable Is Set Properly

Even if all nonces’ sizes (Ri , R j , Rk) are set to the appropriate length, the attacker
A can obtain these nonces according to the following attack method:

1. Through the same method as the Sect. 4.1, the attacker A obtains SNk’s hashed
id HSI Dk ; then, A overhears the login request between Ui , GWj , and SNk .

2. A acquires T ′
2 by calculating

(
R′
i‖R′

j‖T ′
2

)
= C2 ⊕ HSI Dk , where HSI Dk is

candidate of the possible hashed ID of SNk . By checking T1 ≤ T ′
2 ≤ T1 + �T ,

A finds a desirable R′
i and R′

j .

3. Then, A can find Rk by computing
(
Rk‖R′

j‖T4
)

= C5 ⊕ R′
i .

4. Finally, with the computed R′
i , R

′
j , and Rk , A forges a session key SKi jk =

h
(
R′
i‖R′

j‖Rk

)
between Ui , GWj , and SNk , so A can eavesdrop all secret

messages among them by using the forged session key.

4.3 User Impersonation Attack

During Sect. 4.2, after obtaining Ui ’s nonce Ri ,A can fabricate a fake login request
{L ′, V ′

1, V
′
2, V

′
3} and impersonate Ui . The attack procedure is as below:

1. The attackerA overhears overall login request ofUi ; then,A can acquire at least
{L, V2, V3, T1,C1,C4,C5}, and by implementing session key compromise attack,
A can obtain Ri . Then, A computes and acquires V1 = V3 ⊕ (Ri‖T1).

2. Now, A can impersonate Ui because A can make L ′ = L ⊕ T1 ⊕ T ′
1, V

′
1 = V1,

V ′
2 = h

(
T ′
1‖R′

i‖V1
)
, and V ′

3 = h
(
R′
i‖T ′

1

) ⊕ V1, where R′
i is chosen by A and T ′

1
is a current timestamp. Then, A transmits the login request {L ′, V ′

2, V
′
3, T

′
1} to

the gateway GWj .
3. GWj considers the message from A as a login request from the Ui because T ′

1
is fresh and the message is authenticated by the shared information V1.

4. When authentication message {C ′
1, C

′
4, C

′
5} comes, A can create a session key

SK ′
i jk = h(R′

i‖R′
j‖R′

k), where R′
j and R′

k can be derived from
(
R′
k‖R′

j‖T ′
4

)
=

C ′
5 ⊕ R′

i , and successfully play the role of Ui .
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4.4 Smart Card Loss Attack

When an attacker acquires a Ui ’s smart card, A can eventually learn Ui ’s identity
I Di and password PWi . To be specific, after obtaining Ui ’s smart card, A extracts
Bi j and finds a message in the log of all login-authentication messages whose result
of L ⊕ T1 matches Bi j . After that, A performs a session key compromise attack to
get Ri and V1. With the derived V1,A can findUi ’s identity I Di and password PWi

by performing the following steps:

1. After obtaining Ui ’s smart card (SC), A extracts {Ai j , ci , l, HBi} from SC.
2. A chooses a random I DA and PWA and computes the following:

bA = ci ⊕ h(I DA‖PWA) mod l

H I DA = h(I DA‖bA)

HPWA = h(PWA‖bA)

HBA = h(HPWA‖H I DA‖bA) mod l

3. A compares HBA with HBi . If two parameters are different, then chooses
another id I D′

A and password PW ′
A; otherwise, A inputs I DA and PWA after

inserting Ui ’s SC into the card reader.
4. After inputting I DA and PWA, SC requests a new password and nonce. Then

A inputs the new password PW ∗
A and a nonce b∗

A, and SC performs password
change phase.

5. After password change phase is done, A extracts a new parameter A∗
i j = Ai j ⊕

h(H I DA‖HPWA) ⊕ h(H I Dnew‖HPWnew)

6. Since A knows H I DA, HPWA, PW ∗
A, and b∗

A, A can find
h(H I Dnew‖HPWnew) = A∗

i j ⊕ Ai j ⊕ h(H I DA‖HPWA)

7. A can find Ui ’s identity I Di by applying identity guessing attack on
h(H I Dnew‖HPWnew) = h

(
h(I Di‖b∗

A)‖h(PW ∗
A‖b∗

A)
)
, where PW ∗

A and b∗
A

are chosen by A.
8. Now,A can also findUi ’s password PWi by applying password guessing attack

on h(H I Di‖HPWi ) = h(h(I Di‖bi )‖h(PWi‖bi )) = Ai j ⊕ V1, where I Di is
already derived, V1 is derived from the previous log of SC, and bi is relatively
small (24 ≤ l ≤ 28).

Note (2) Normally, this attack cannot be realized. This can be done in Kumar
et al.’s scheme because the size of fuzzy verifier l is very small. If l is small, the
probability of finding a collision HBA of HBi is very high. In addition, bi ∈ Zl is
also small, so A can apply password guessing attack on HPWi (which is up to 256
times slower than original password guessing attack); thus, A can derive I Di and
PWi . For this reason, it is required to increase the size of l sufficiently.
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5 Conclusion

In this paper, we examined Kumar et al.’s two-factor user authentication scheme for
WSNs and found that Kumar et al.’s scheme has four security vulnerabilities such
as critical information leakage, session key compromise, user impersonation attack,
and smart card loss attack. As a result of these attacks, sensor nodes’ identification
information is disclosed, the session key can be intentionally exposed, the user can
be impersonated, and the user’s identity and password can also be stolen. Therefore,
we do not recommend using the current Kumar et al.’s authentication scheme.

In future work, we plan to develop an improved version of Kumar et al.’s scheme
that is resistant to these attacks. Kumar et al.’s scheme is vulnerable due to the
predictability of timestamp and the leakage of critical information. Therefore, our
future schemewill be based on nonce-based and added additional technique on hiding
critical information.
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