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Abstract—Recently, data experts can obtain a large amount
of data with the development of the Internet. When computing
such data, cloud services that do not use the personal device’s
memory are becoming popular. However, storing sensitive data as
a source in the cloud carries the risk of hijacking. To compensate
for this, homomorphic encryption, which encrypts and stores
sensitive data, and can safely operate in an encrypted state, is
being studied. In this paper, we analyze four methods of partially
homomorphic encryption among homomorphic encryption meth-
ods. We compare and analyze the key size and ciphertext size
of four partially homomorphic encryptions, Paillier, ElGamal,
ASHE, and Symmetria.

Index Terms—Homomorphic Encryption, Cryptosystem, Secu-
rity Strength

I. INTRODUCTION

Nowadays, a lot of data is available on the Internet, and the
ways in which this data is statistically processed and stream-
lined are increasing. In particular, as such data increases, the
demand for cloud computing that uses external computing
power rather than personal devices is increasing. However,
large amounts of data can also contain sensitive data.

Storing sensitive data in the cloud raises privacy concerns.
In general, if it is encrypted and stored in the cloud, calcula-
tions cannot be performed in the cloud. In general, encrypted
data needs to be decrypted, calculated, and then encrypted
again. At this time, the data is not protected in the decrypted
state. A method to compensate for this is the homomorphic
encryption method. A homomorphic encryption method has
been proposed to protect data in the operating state.

Homomorphic encryption is divided into Fully Homomor-
phic Encryption (FHE) and Partially Homomorphic Encryption
(PHE) methods. FHE can perform all addition and multiplica-
tion operations in an encrypted state. Conversely, PHE repre-
sents a system that allows for one addition or multiplication
operation.

Because FHE is computationally expensive, it cannot be
used in devices with small memory. Also, since the operation
speed is slow, it cannot be used even when fast speed is
important. Classic and well-used PHEs such as ElGamal [1],
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Benaloh [2], and Paillier [3] have more reasonable computa-
tional speed. However, the size of their key and the size of the
ciphertext are important issues for devices with small memory.

We describe the size of the secure key pair and the size
of the ciphertext for the use of various partial homomorphic
encryption methods. We compare the PHE of the four methods
Paillier [3], ElGamal [1], ASHE [4], and Symmetria [5]. We
analyze their security strength and show that they can work
safely on small devices.

We describe the paper as follows. Section II introduces the
typical encryption method. In section III, we describe the types
of partial homomorphism ciphers. Section IV analyzes the key
pair size and ciphertext size suitable for partially homomorphic
encryption, and we conclude in Section V.

II. PRELIMINARIES

In this section, we introduce popular encryption algorithms
that use similar difficulties to partially homomorphic encryp-
tion. Representative encryption algorithms include RSA [6],
ECC [7], and AES [9].

A. RSA

The RSA cipher is a cryptography named after the author,
created by Ron Rivest, Adi Shamir, and Leonard Adleman
in 1978 [6], and is one of the public key cryptography
systems. RSA is known as the first algorithm capable of digital
signature as well as encryption. The digital signature function
of RSA is used for e-commerce that requires authentication.
It is an encryption method based on the fact that the product
of two large numbers is difficult to factorize.

When there are public key n = p ∗ q (where p and q are
large prime numbers) and e, private key d (such that d ∗ e =
1 mod ϕ(n)), and a plaintext message m, RSA encryption
and decryption works as follows.

1) Encryption

c = me mod n (1)

2) Decryption

m = cd mod n (2)
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B. ECC

Elliptic curve cryptography (ECC) is a public key cryptogra-
phy based on elliptic curve theory. The encryption method us-
ing elliptic curves was independently proposed by Neil Koblitz
and Victor Miller in 1985 [7], [8]. The most representative
advantage of elliptic curve cryptography over existing public
key cryptography such as RSA and Elgamal cryptography
is that it provides a similar level of security while using a
shorter key. Due to these advantages, it is currently used as
a cryptographic method of the Bitcoin blockchain. It is an
encryption method based on the fact that the product of two
large numbers is difficult to factorize.

Basically, the ECC encryption method operates on the
coordinate plane y2 = x3 + ax+ b, which is the x value and
the y value of the elliptic curve, where a and b are constant,
and satisfy the equation 4a3 + 27b2 ̸= 0. At this time, the
private key d is generated with a random number generator
with a prime number smaller than P , and the public key Q
is Q(x, y) = dG(x0, y0), that is, by addition operation on
the elliptic curve. When we know G and Q it is difficult to
know the value d. Given plaintext m, ECC encryption and
decryption works as follows.

1) Encryption

generate random value k (3)

public key Q = dG (4)

y1 = kG (5)

y2 = m+ kQ (6)

c = (y1, y2) (7)

2) Decryption
m = y2 − (d ∗ y1) (8)

= y2 − (d ∗ (kG)) (9)

= m+ kQ− k ∗ (dG) (10)

C. AES

AES stands for Advanced Encryption Standard and is an
encryption method established by the National Institute of
Standards and Technology (NIST) in 2001 [9]. On November
26, 2001, AES was promulgated as the US Federal Information
Processing Standard (FIPS-197), and it is widely used world-
wide due to its high safety and speed. Due to these advantages,
it is also widely used for ransomware. It consists of a block
cipher format consisting of the following four steps.

• Substitute Bytes (SB): Blocks are exchanged in the form
of Byte units using S-box.

• Shift Rows (SR): Shifts one row to another.
• Mix Columns (MC): Changes all bytes in a column by

replacing each Byte in a column using a circular matrix.
• Add Round Key (ARK): XORs a part of the extended

key and the current block by bit.

For encryption, we calculate 9 rounds of the above four
steps, and the last round performs the remaining operations
except for the Mix Columns operation.

When decryption, we use the Inverse S-box in the SB
stage and use the ARK key in the reverse order. SR is also
substituted in the opposite direction, and the inverse of the
MC recursive matrix is used.

III. PARTIALLY HOMOMORPHIC ENCRYPTION

Although there are various partial homomorphic encryption
methods, in this section we discuss Paillier’s encryption [3]
and ElGamal [1], which are representative partial homomor-
phic encryption, and the recently proposed ASHE [4] and
Symmetria [5]. The details are as follows.

A. Paillier

The Paillier cryptosystem is an asymmetric encryption al-
gorithm for public key cryptography invented and named after
Pascal Paillier in 1999 [3]. Additive homomorphic encryption
is possible and was first proposed in Eurocrypt. The cryp-
tosystem is an additive homomorphic encryption. A secret key
was conceived using the Carmichael function, and [[w]] was
defined in [2].

The public key n = p ∗ q, and the private key λ means
λ(n) to which the Carmichael function λ is applied. At this
time, assuming that g has a non-zero multiple of n as its order,
encryption and decryption can be performed as follows.

1) Encryption

C = gmrn mod n2 (11)

2) Decryption

m = L(Cλ)/L(gλ) mod n (12)

such that Cλ = Cλ mod n2, gλ = gλ mod n2 and
L(u) = (u− 1)/n.

B. ElGamal

ElGamal encryption is a public key encryption method
based on Diffie-Hellman key exchange, devised in 1985 by
Taher ElGamal [1]. It is an encryption method based on the
problem that it is difficult to obtain x of the discrete log
equation β = αx when α and β are known.

The public key is prime number p, α, and β, where β =
αx is satisfied. x becomes the private key. Assuming that the
message is m, ElGamal’s encryption and decryption methods
are as follows.

1) Encryption

Select random integer k ∈ [0, p− 1] (13)

c1 = αk mod p (14)

c2 = βkm mod p (15)

2) Decryption
s = cx1 = βk mod p (16)

m = c2s
−1 mod p (17)
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TABLE I
COMPARABLE STRENGTHS [14]

Security strength Symmetric key algorithms DSA RSA ECC

≤ 80 2TDEA L = 1024, N = 160 k = 1024 f = 160 - 223
112 3TDEA L = 2048, N = 224 k = 2048 f = 224 - 255
128 AES-128 L = 3072, N = 256 k = 3072 f = 256 - 383
192 AES-192 L = 7680, N =384 k = 7680 f = 384 - 511
256 AES - 256 L = 15360, N = 512 k = 15360 f = 512+

1) EC-ElGamal: EC-ElGamal is the ElGamal method us-
ing the difficulty of elliptic curve cryptography. When the
public key is A = aP , the private key is a, and the message
is m, encryption and decryption are performed as follows.

1) Encryption

Select random integer k (18)

K = kP (19)

C = kA+m (20)

2) Decryption
S = aK (21)

m = C − S (22)

2) CRT-ElGamal: CRT-ElGamal is the ElGamal method
using the Chinese Remainder Theorem [11], [12]. n is prime,
and h = gr mod n is public key, r is private key, for genera-
tor g and i = 1, ..., t, di that gcd (di, dj) = 1 is satisfied, and
the generator and di are public. When m = {m1, ...,mt} is
given as a message, encryption and decryption are performed
as follows.

1) Encryption

Select random integer ki i = 1, ..., t (23)

C1i = gki mod n (24)

C2i = hkigmi mod n (25)

2) Decryption

mi = CRT−1[(logg ∗ C2iC
−r
1i mod n)] (26)

that CRT−1[Ci] =
t∑

i=1

Ci
d

di
(
d

di

−1

mod di) mod d

(27)

C. ASHE

ASHE, which claims that the speed of additive homomor-
phic encryption is faster than Paillier’s encryption system, is
an acronym for a new additively symmetric homomorphic
encryption scheme [4]. It was proposed at the 2016 OSDI
conference by Papadimitriou et al.

Fk(x) is a pseudo random function that uses k and x as
inputs, and it is assumed that the set I is mapped to Zn.
Encryption and decryption of ASHE is performed as follows.

1) Encryption

Enck(m, i) = ((m− Fk(i) + Fk(i− 1)) mod n, {i})
(28)

2) Decryption

Deck(c, S) = (c+
∑
i∈S

(Fk(i)−Fk(i−1))) mod n (29)

D. Symmetria

Symmetria is a symmetric encryption method opposite to
Paillier, ElGamal, and ASHE described above [5]. Symmetria
proposed in VLDB 2020 conference by Savvides et al., is
created considering both symmetric additive homomorphic en-
cryption (SAHE) and symmetric multiplicative homomorphic
encryption (SMHE), and is more cost-effective than the Paillier
encryption.
Fk(x) is a pseudo random function that uses value k and

x as inputs, and it is assumed that the set I is mapped to Zn.
Symmetria SAHE encryption and decryption are performed as
follows.

1) Encryption

c = (m+ Fk(r)) mod N, [r], ϕ (30)

At this time, the form of c is {v, Ip, In}.
2) Decryption

m = (v +
∑
r1∈Ip

Fk(r1) +
∑

r2∈In

Fk(r2)) mod N (31)

Fk(x) is a pseudo random function that uses value k and
x as inputs, and it is assumed that the set I is mapped to Zn.
Symmetria SMHE encryption and decryption are performed
as follows.

1) Encryption

c = (m ∗ gFk(r)) mod N, [r], ϕ (32)

At this time, the form of c is {v, Ip, In}.
2) Decryption

m = (v ∗
∏

r1∈Ip

g−Fk(r1)+
∏

r2∈In

gFk(r2)) mod N (33)

IV. ANALYSIS OF PHE

We estimate the secure key size and ciphertext size based
on FIPS [13], NIST 800–57 [14] for the introduced PHEs,
Paillier, ElGamal, ASHE, and Symmetria. On this basis, we
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can choose a PHE that can be used even for low memory
devices.

Paillier says that encryption is not secure when we know p
and q of n = p ∗ q. This is similar to RSA safety. Since EC-
ElGamal and CRT-ElGamal are used based on large prime
numbers, they are the basis for choosing the key size similar
to the safety of ECC. As for both ASHE and Symmetria, are
similar to AES, safety increases in proportion to the size of
n. Table I provides details.

V. CONCLUSION

In this paper, we analyzed a partially homomorphic encryp-
tion for use when performing an encryption operation in the
cloud.We introduced the four methods of partial homomor-
phism, Paillier, Elgamal, ASHE, and Symmetria, compared
their security strength. The results of our research can also be
used to prevent path tracing by making it work by encrypting
it when operating on low-memory semiconductors.
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