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A Study of Split Learning Model to Protect Privacy

Jihyeon Ryu®, Dongho Won®*, Youngsook Lee**

ABSTRACT

Recently, artificial intelligence is regarded as an essential technology in our society. In particular, the invasion of privac
y in artificial intelligence has become a serious problem in modern society. Split learning, proposed at MIT in 2019 for pri
vacy protection, is a type of federated learning technique that does not share any raw data. In this study, we studied a sa
fe and accurate segmentation learning model using known differential privacy to safely manage data. In addition, we traine
d SVHN and GTSRB on a split learning model to which 15 different types of differential privacy are applied, and checked
whether the learning is stable. By conducting a learning data extraction attack, a differential privacy budget that prevents

attacks is quantitatively derived through MSE.

Key words : Differential Privacy, Inversion Attack, Neural Networks, Learning Model, Extraction Attack
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